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Introduction

Welcome
Thank you for your interest in the secure portion of aacargo.com. It’s important to remember that this area can contain sensitive 
company information, such as complete shipment details. That’s why we have developed a process so you can designate who is allowed 
access. By doing so, aacargo.com gives you complete control of all your sensitive information. 

American Airlines Cargo identifies customer shipping locations with a system of Precise Account Locator (PAL) numbers. Each PAL number  
represents a specific location. Some cities may have more than one PAL associated with it. If your company has a large number of PALs  
in our system, you may receive a sorted list of your company’s locations to assist you in the initial process of setting up Administrators  
and Users. 

 Super Administrator 
System-wide ability within their 
company to establish and expand 
the authority of Administrators, set 
up Users, enable/disable Users  
and reset all passwords.

 Administrator 
Authority to create and determine 
access levels for Users within a set of 
shipping locations for their company, 
typically on a regional level.

 User 
Access to view shipment 
information associated with 
specific locations.

There are three types of users on aacargo.com

©2019 American Airlines, Inc. All rights reserved.
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User IDs 
User ID formats must be unique within aacargo.com. We recommend using each employee’s company email address as their 
aacargo.com User ID. 

Password Guidelines
 •  Your initial password is automatically generated and sent to your email address.

 •  Your initial password should follow password requirements mentioned on the next page.

 •  You (and each Administrator/User) must change your initial password the first time you log in. You will not be able to proceed
without changing your initial password and answering three security questions.

 • You will not be able to use a password that you have previously used within the past six months.

 • If you mistype your password three times when logging in, your User account will be “locked” automatically. You will be able to
reset your password by answering your previously saved security questions. If you answer the security questions incorrectly, your
account will be disabled. Super Administrators will need to contact the aacargo.com Help Desk at (800) 334-5299 to have your
account reset. If you are an Administrator or User, you should contact your Super Administrator for assistance.

Passwords
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Password Guidelines (continued)
Valid passwords must:

 • Not include your User ID, First name, Last name or Preferred name.

 • Not be common to your four previous passwords.

 • Be seven or more characters in length, and include all four of the following:

 • An uppercase alpha character (A-Z)
 • A lowercase alpha character (a-z)
 • A numeric character (0-9)
 • A special character: ! @ # $ % ^ & * () _ - + = [] {} | \ ; : ‘ “< > ? / . ,

While we at American Airlines Cargo cannot guarantee the following tips will prevent others from detecting 
or decoding your password, these guidelines may make your password more difficult to decode and increase your  
Internet security: 

 • Do not share your password with anyone.
 • Do not write your password down.
 • Avoid using easily guessed words such as your name or any variation thereof (backward, changing case, etc.).
 •  Avoid words referring to anything noticeable about you: the name of your spouse, child, pet, your favorite football

team or literary character.
 • Avoid any combination of your office number, address, birthday or anniversary.
 • Avoid any combination of your license plate number or your social security number.
 • Avoid names from popular culture, e.g., Spock, Sleepy.

Passwords
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Accessing Your Account
•  Go to our homepage at aacargo.com

• Select Login

Login 

©2019 American Airlines, Inc. All rights reserved.
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Access what’s most important to you by logging in to  
your account. You’ll be in total control with a comprehensive 
overview of all your activity and personalized tools that make 
your online experience effortless.

The tabs on the main navigation (My Account, My Profile,  
User Management, Tracking, Booking and Accounting)  
appear according to User level and make it easy to manage 
your shipments.

My Account



My Profile
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My Profile

Customize Your Experience
For the ultimate in personalization and protection, you can 
set up and manage tracking and invoice notifications, display 
preferences – and reset passwords.

• Log in to aacargo.com

• Select the “My Profile” tab

•  Click Notifications, Preferences or Password
to make changes

Notifications
There are two ways you may receive notifications. 

• Emails informing you of the status of shipments
•  Messages on your mobile device, activated by

entering a phone number in email format
(for example, 9848887654@att.com)

This area is also where you can set up tracking alerts to get 
the status of your shipments from takeoff to landing, and 
notifications concerning the status of your invoices.

Preferences
Take total control of your display preferences for date and 
time, plus your choice of U.S. Standard or Metric notifications 
concerning the status of your invoices.

Password 
This area is where you can easily change or reset your 
password. You can also select and edit your security questions 
to make your account even more secure. If you should ever 
forget your password, you will be asked to answer these 
questions to reset it.
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Organize Your Team
At all times, your team is just a click away. 

Our new User Management area gives you a bird’s-eye view, 
making it easy to organize your entire group at a glance.

In this section, we will show you how to take command of 
the shipping process by creating new Users, giving them the 
permissions they need and changing their status as the need 
arises.

You can also evaluate and sort them by User Name, User Type, 
location, the permissions they have, if their account is enabled 
or disabled and when they last logged in.

Please note:

This is only available to Super Administrators and Administrators.

User Management
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Smart Search
Quickly find who you’re looking for with our new Smart 
Search feature. Just enter the first few letters of a User  
Name and results will instantly appear.

You can also add new members to your team by clicking 
the blue “Create New User” button on the left.

User Management

©2019 American Airlines, Inc. All rights reserved.
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Creating New Users
 •  After clicking the blue “Create New User” button on

the previous page, you are now ready to create a new
Administrator or User.

 •  Fill out the form on the left with the requested information
to create a new account. Then assign tracking, booking and
accounting access from the checklist on the right. At least
one of the choices on the checklist must be selected to
create a new Administrator or User.

Please note: 

When you click the box for either “Tracking Reports” or 
“Booking,” a selection box for Precise Account Locators (PALs) 
will appear. For instructions on this step, see page 13.

When you click the box for “Invoices/Accounting,” a new 
section of the page will populate below for you to fill out. For 
instructions on this step, see page 14.

If at any time in the “Create New User” process you 
would like to start over, you can click “Reset” at the 
bottom of the page.

User Management

©2019 American Airlines, Inc. All rights reserved.
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Assign PAL Numbers for 
Booking and Tracking
 •  If you clicked the box for either “Tracking Reports” or

“Booking,” a selection box for Precise Account Locators
(PALs) will appear. This is where you determine the Precise
Account Locator (PAL) numbers for which this Administrator
or User will be assigned. They will be able to view full details
of shipments associated with these PALs. Highlight one or
more PAL numbers in the box on the left and click “Add” to
place it in the box on the right. If you need to delete a PAL
from the box on the right, click “Remove.”

 •  Once PALs are selected, click “Next,” unless you have also
checked the above box for “Invoices/Accounting,” in which
case you can move on to the step on page 14.

Please note that if at any time in the “Create New User” 
process you would like to start over, you can click “Reset” 
at the bottom of the page.

User Management
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Assign Credit Accounts
If you have clicked on the box for “Invoices/Accounting,” 
you will see the Select Credit Account(s) and Access screen.

There are three levels of Credit Account/Invoice access:

• View
• View & Approve
• View, Approve & Pay

 •  Choose the appropriate level of access for each credit
account or mark the checkbox to assign the same access
level for all credit accounts listed.

 • Click “Next” to continue.

Please note that if at any time in the “Create New User” 
process you would like to start over, you can click “Reset” 
at the bottom of the page.

User Management
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Review User
When you have completed the steps to add a new 
Administrator or User, a confirmation screen will appear, 
containing all data associated with them. 

Should you need to make edits, click “Back.” Otherwise, 
click “Next” to complete the “Create a New User” process.

User Management

©2019 American Airlines, Inc. All rights reserved.
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New User Confirmation
Upon completing the “Creating New User” process, your 
display will return to the main User Management Console 
and a confirmation message will appear in red. The new 
Administrator or User you created should appear in the 
populated list below.

An email will be sent to your new Administrator or User with 
instructions on how to get started, create their own password 
and set up their three security questions for extra protection.

User Management

©2019 American Airlines, Inc. All rights reserved.
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Edit Users
 •  To edit an Administrator or a User, from the User

Management Console click “Edit” on the far right of the
Administrator or User you would like to change. This will
take you directly into Edit Mode.

 •  Here, you can conveniently make edits as necessary,
such as removing or adding permissions, Precise Account
Locators (PALs), F-Accounts and more.

 • Please note that the User Name is not an editable field.

 •  Clicking “Cancel” will return you to the main User
Management Console. Clicking “Next” when edits are
complete will take you to the Review page, where you can
confirm your changes.

User Management
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Review Users
 Once you’ve made changes to an Administrator or User, a 
page with all their information will appear for you to review. 
Click “Back” to return to the edit page and make more 
changes, or click “Next” to confirm.

If at any time you’d like a quick review of what permissions a 
particular team member has, simply click their User’s name. 
Please note that information fields in review mode are not 
editable.

To return to the User Management Console, click the 
“Back to List” button.

User Management

©2019 American Airlines, Inc. All rights reserved.
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Enable / Disable User
While on the User Management tab, click any Administrator 
or User Name and it will take you to a page that displays their 
information. Then click “Enable User” or “Disable User.” If they 
are currently “Enabled” this action will disable them; likewise, if 
they are “Disabled” it will enable them.

A warning message will then be displayed before this process 
is complete. If successful, their status will automatically be 
updated on-screen.

Once a User has been re-enabled, they will receive an email 
with instructions to reset their new password. They will also 
need to answer three security questions.

User Management
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Reset Password 
While on the User Management tab, click any Administrator 
or User Name and it will take you to a page that displays 
their information. Then click “Reset Password.” This will 
automatically reset their password and an email will be sent to 
them with new password link. 

A warning message will then be displayed before this process 
is complete. If successful, a confirmation message will display 
on-screen.

User Management
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Delete User 
While on the User Management tab, click any Administrator 
or User Name and it will take you to a page that displays their 
information. Then click “Delete User.” This will automatically 
delete their profile from the entire system. 

A warning message will then be displayed before this process 
is complete. If successful, you’ll be taken back to the User 
Management console, where a confirmation message will 
display on-screen.

Please note: If a Super Administrator deletes an Administrator 
who has Users assigned to them, this warning message will 
be displayed: “You are about to delete an Administrator with 
associated Users. Do you wish to continue Y | N?” If yes is 
chosen, that Administrator is deleted, and their Users will be 
listed under the Super Administrator.

User Management
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