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Introduction

Welcome

Thank you for your interest in the secure portion of aacargo.com. It's important to remember that this area can contain sensitive
company information, such as complete shipment details. That's why we have developed a process so you can designate who is allowed
access. By doing so, aacargo.com gives you complete control of all your sensitive information.

There are three types of users on aacargo.com

Super Administrator Administrator User

System-wide ability within their Authority to create and determine Access to view shipment
company to establish and expand access levels for Users within a set of information associated with
the authority of Administrators, set shipping locations for their company, specific locations.

up Users, enable/disable Users typically on a regional level.

and reset all passwords.

American Airlines Cargo identifies customer shipping locations with a system of Precise Account Locator (PAL) numbers. Each PAL number
represents a specific location. Some cities may have more than one PAL associated with it. If your company has a large number of PALs

in our system, you may receive a sorted list of your company’s locations to assist you in the initial process of setting up Administrators
and Users.

©2019 American Airlines, Inc. All rights reserved. American Airlines\

Questions? Contact us at aacargo.com or call our Help Desk at (800) 334-5299.
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Passwords

User IDs

User ID formats must be unique within aacargo.com. We recommend using each employee’s company email address as their
aacargo.com User ID.

Passvvord Guidelines

Your initial password is automatically generated and sent to your email address.
Your initial password should follow password requirements mentioned on the next page.

You (and each Administrator/User) must change your initial password the first time you log in. You will not be able to proceed
without changing your initial password and answering three security questions.

You will not be able to use a password that you have previously used within the past six months.

If you mistype your password three times when logging in, your User account will be “locked” automatically. You will be able to
reset your password by answering your previously saved security questions. If you answer the security questions incorrectly, your
account will be disabled. Super Administrators will need to contact the aacargo.com Help Desk at (800) 334-5299 to have your
account reset. If you are an Administrator or User, you should contact your Super Administrator for assistance.

/
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Questions? Contact us at aacargo.com or call our Help Desk at (800) 334-5299.

Cargo



Passwords

Password Guidelines (continued)

Valid passwords must:

Not include your User ID, First name, Last name or Preferred name.
Not be common to your four previous passwords.

Be seven or more characters in length, and include all four of the following;

An uppercase alpha character (A-Z)

A lowercase alpha character (a-z)

A numeric character (0-9)

Aspecial character: ! @ #S % & * () _-+=[1{}|\:: "2/,

While we at American Airlines Cargo cannot guarantee the following tips will prevent others from detecting
or decoding your password, these guidelines may make your password more difficult to decode and increase your

Internet security:

Do not share your password with anyone.

Do not write your password down.

Avoid using easily guessed words such as your name or any variation thereof (backward, changing case, etc.).
Avoid words referring to anything noticeable about you: the name of your spouse, child, pet, your favorite football
team or literary character.

Avoid any combination of your office number, address, birthday or anniversary.

Avoid any combination of your license plate number or your social security number.

Avoid names from popular culture, e.g., Spock, Sleepy.
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Login

Accessing Your Account

0 Go to our homepage at aacargo.com

e Select Login

©2019 American Airlines, Inc. All rights reserved.
Questions? Contact us at aacargo.com or call our Help Desk at (800) 334-5299.
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PRODUCTS & SERVICES

?’ ; We've made some updates

The solution for
all your global

top.
Access your account »
shipping needs.

NEWS & UPDATES

Learn how we took careful measures to safely transport
treasures to the U.S. for the first time ever.

See for yourself »

FORMS & APPLICATIONS TRANSPORTING ANIMALS

CARGO FACILITIES

available to assist you 24/7.

Ready to start shipping? Go » Is your pet on the move? Go » Looking for somewhere? Go »

Mobile Site New Account Setup

Shipping Animals Security & Customs. aa.com & All rights reserved
Legal Help Center Sitemap Tﬂll '

| LOGIN»

P

As we strive to improve your experience, we have removed the
bottom blue bar and moved your login access and alerts to the

Transporting China's national treasures

China's

(il e

Ship today. They'll fly safely. We are everywhere.

With a proven four-step process, we make it Our team of dedicated specialists is committed  We provide shipping to major cities in the
easy to transport your package from here to to the safety and welfare of your animals. We United States, Europe, Canada, Mexico, the
there. have over 50 years of experience and are Caribbean, Latin America and Asia. Find a

cargo facility by using our quick search tool.

Flight Information @ ©2017 American Airlines, Inc
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My Account

Access what’s most important to you by logging in to
your account. You'll be in total control with a comprehensive
overview of all your activity and personalized tools that make
your online experience effortless.

The tabs on the main navigation (My Account, My Profile,
User Management, Tracking, Booking and Accounting)
appear according to User level and make it easy to manage
your shipments.

American Airlines \‘ Ship

Cargo

Gale Foster

Air Cargo International

My Account My Profile

Track Learn About

P, ALERTS | LOGIN »

Contact Search P

Total control is at your fingertips.

No matter the destination, our personalized tools make booking

and tracking shi ridwide easy and effort)
My Profile User Management
Take full advantage of everything AS an Jaminisraon, you can take command
aacarga com has to ofler by customizing of the shipping process and enjoy a bird's-aye
and fine-tuning your profile iew of your enfire Group
Wiew your account information » Manage your team »
Create a New User Tracking
Add ancther membor of thir feam 10 your consclg Kaocp tabs on the status of your
for @ven graater control of Your orgarEaton's shipment from takectf b landng
shipping process
Check status «
Expand your group =
Booking Accounting
Find the perfect time and day to [Run the numbers. and stay on top of
ship your package and reserve your expenses, charges and billings
your spot quickly and easily
Follow the maney «
Book now »

USNESS INDIOHTE

Time for a health check.

P Vaccine sakes are on pace 1o reach $35 bilion by 2015 Read on to find out
B eow this anel oehes healh care irdusiry developments are creating new
gly‘ opporunties for air cargo cold chain services.
.o

Would you like to learn mare? Go «

488458558
wrijcobson@nacargo com

Bill Nood Help?

g Online Chat +

. e\
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My Profile

Customize Your Experience

For the ultimate in personalization and protection, you can
set up and manage tracking and invoice notifications, display
preferences - and reset passwords.

@ o in to aacargo.com
@) Select the "My Profile” tab

e Click Notifications, Preferences or Password
to make changes

Notifications

There are two ways you may receive notifications.
Emails informing you of the status of shipments
Messages on your mobile device, activated by
entering a phone number in email format
(for example, 9848887654 @att.com)

This area is also where you can set up tracking alerts to get
the status of your shipments from takeoff to landing, and
notifications concerning the status of your invoices.

Preferences

Take total control of your display preferences for date and
time, plus your choice of U.S. Standard or Metric notifications
concerning the status of your invoices.

Password

This area is where you can easily change or reset your
password. You can also select and edit your security questions
to make your account even more secure. If you should ever
forget your password, you will be asked to answer these
questions to reset it.

American Airlines
Ca rgcr\ Ship Track
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Gale Foster

Air Cargo International

My Profile

My Profile

+/ Foster, Gale

gale foster@aircargo.com

Company Name  QUEST DIAGNOSTICS
role  Super Admin
e 0 gale foster@aircargo.com
- Gale
Foster
o ORD
emal  gale foster@aircargo.com
- 312-555-3245
vy United States of America
U.5.A. Central
s 10203456

Moed Some Help? Supor Admin

For ndditional assssance Contact Information

regarding your account Tom Jac

piease see (hese resounces Manag
OG04 5505

LomjaccosFascargs. com

r, Customer Suppon

, ALERTS LOGIN »

Learn About Contact Search P

| Profile Notifications »

»

Sales Reprosentative St Need Help?
Contact Information

Enk Jacobson S Onhne Chat »
Manager, Customer Support

S 333535

eikjacobsoniDescango.com
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User Management

Organize Your Team

At all times, your team is just a click away.

Our new User Management area gives you a bird's-eye view,
making it easy to organize your entire group at a glance.

In this section, we will show you how to take command of
the shipping process by creating new Users, giving them the
permissions they need and changing their status as the need
arises.

You can also evaluate and sort them by User Name, User Type,
location, the permissions they have, if their account is enabled
or disabled and when they last logged in.

Please note:

This is only available to Super Administrators and Administrators.

10
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Gale Foster

Air Cargo International

Account My Profile User Management

Your User List

Create New User Sonby | Select Ooe

Madify my search

Uner Wame

Williams, Katherine
kathafine willlams@aircargo com

Jackson, Jerrold

jerrold @okson@aircango com

Faust, Cyril

cyril faust@aircargo.com

Lowe, Carrie

caimie. loweFaicango. com

Edwards, Cindy

cindy readi@aircago com

Harrow, Wendi

wend| hamowgaircarge. com

Akers, Jody

jody. akersaircargo com

Haggerty, Gus

Track

User Type

Admin

User

User

User

User

User

User

Learn

oFwW

DFW

oFwW

LHR

LHR

About

Permissions

i ALERTS | LOGIN »

Contact

P

Search

Show me the Permiion key A

Enatied?  LastLogin Actions
»  Jun 22013 Edit s Dwlete
~  Jun22013 Edit s Dwlete
~  Jun 2 2013 Uit s Delete »
Jun 22013 Efits Dulete «
~  Jun22013 Edits Delete =
~  Jun 22013 Edits Delote »
" Jun 22013 Edit+  Delete »
. .- \
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User Management

Smart Search

ﬂ Quickly find who you're looking for with our new Smart
Search feature. Just enter the first few letters of a User
Name and results will instantly appear.

Q You can also add new members to your team by clicking
the blue “Create New User” button on the left.

American Airllnes\‘_
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Gale Foster

Air Cargo International

User Management

Your User List

Create New User

Medily my warch »

i, ALERTS | LOGIN =

Learn About Contact e P

Soaech by last name of usermama | Boll Chear «

Shesw me the Permissons key 20

’I ’I ©2019 American Airlines, Inc. All rights reserved.

Questions? Contact us at aacargo.com or call our Help Desk at (800) 334-5299.

- st Mame User Type: Location Pomissions  Enabled? Lot Login Actions
. Akers, Jody
jody akers@aircango com Admin LGB T B |~ May20 2013  r£at. Deletes
Ballinger, Marsha
bolinger. marsha@aircarge com User LGB T B |+~ May20 2013  rea. Deletes
g et from 14 ot “ o 1 97 i 1w s W 27
‘Super Admin Saies Representative Still Nood Help?
Cantact informatian Contact Information
Tom Jocobs Erk Jacobaon E Online Chat »
Manager mer Support Man wstormer Bupport
555-555- 5555 55 555 5555
tomacobs@ancaiga com erkjacobsonancarga com

Cargo




User Management

Creating New Users

After clicking the blue “Create New User” button on
the previous page, you are now ready to create a new
Administrator or User.

Fill out the form on the left with the requested information
to create a new account. Then assign tracking, booking and
accounting access from the checklist on the right. At least
one of the choices on the checklist must be selected to
create a new Administrator or User.

Please note:

When you click the box for either “Tracking Reports” or
“Booking,” a selection box for Precise Account Locators (PALs)
will appear. For instructions on this step, see page 13.

When you click the box for “Invoices/Accounting,” a new
section of the page will populate below for you to fill out. For
instructions on this step, see page 14.

If at any time in the “Create New User” process you
would like to start over, you can click “Reset” at the
bottom of the page.

ALERTS | LOGIN »

. *
American Airlines g Ship Track Learn About Contact Sea P
Cargo

Gale Foster

Air Cargo International

User Management

Create New User
Al s B teconed uriess otherwise poled.
Approved Access
Company Nama Seiect ot leasl one
ok AA User -
Tracking Repons
o
Baoking
Ingicesidcoounting
ast
st Shipy
Em
Taleghane
Sekct Ono -
Hane -
MHeed Some Help? Super Ademin Salos Representative Sl Noed Help?
For adkitonal assistance Cantact
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User Management

Assign PAL Numbers for
Booking and Tracking

o If you clicked the box for either “Tracking Reports” or
“Booking,” a selection box for Precise Account Locators
(PALs) will appear. This is where you determine the Precise
Account Locator (PAL) numbers for which this Administrator
or User will be assigned. They will be able to view full details
of shipments associated with these PALs. Highlight one or
more PAL numbers in the box on the left and click “Add” to
place it in the box on the right. If you need to delete a PAL
from the box on the right, click “Remove.”

@) Once PALs are selected, click “Next,” unless you have also
checked the above box for “Invoices/Accounting,” in which
case you can move on to the step on page 14.

Please note that if at any time in the “Create New User”
process you would like to start over, you can click “Reset”
at the bottom of the page.

fy ALERTS | LOGIN »

~ .
American Airlines LS Ship Track Learn About Contact Sesich 2
Cargo

Gale Foster

Air Cargo International

User Management Tracking

Edit User

Al ikt ane tequred nless cEhanwme Hald

v/ Edwards, Cindy Edit User Disable User »

cindy.edwards@aircargo.com Reset Password » Delete User »

Approved Access

13

©2019 American Airlines, Inc. All rights reserved.
Questions? Contact us at aacargo.com or call our Help Desk at (800) 334-5299.

senparty Mo Aif Cangs intermational Sakact af lews one
R Adrmin
Tracking Repons.
. Bocking
) Imvoicesifecounting
i
AL Shipping 5K
PALs
cindy edwiards@aicangs com
Select All Select All
ek MIA - 39794215 Add»  MIA- 357647382
ouniry | United Sistes of Americs. v BOL - 004284565 EWR - 003847372
Soiirls [0S Eabtan = BUR - 002398787  «Remove  PIT - 020382728
_ DFW - 01249564 TPA - 0003848755
ter PAL MIA - 3974215

Select Credit Account{s) and Acoess Level
Selct the CIEGH BCOUn() ANd CHODSE 1he SCOEES MV U9 USSr Wil have for each account

Assign same access kevel for all credit accounts. I\|'1tw¢- i :
’ VOB
Wah-oeTRIN: % B ocied it RS
MIA - 39793850 View & Apprive -
MiA - 39354525  View, Approve & Pay -
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User Management

Assign Credit Accounts

0 If you have clicked on the box for “Invoices/Accounting,”
you will see the Select Credit Account(s) and Access screen.

e There are three levels of Credit Account/Invoice access:
View
View & Approve
View, Approve & Pay

9 Choose the appropriate level of access for each credit
account or mark the checkbox to assign the same access
level for all credit accounts listed.

0 Click “Next” to continue.

Please note that if at any time in the “Create New User”
process you would like to start over, you can click “Reset”
at the bottom of the page.

14

©2019 American Airlines, Inc. All rights reserved.
Questions? Contact us at aacargo.com or call our Help Desk at (800) 334-5299.
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User Management racking Booking

Edit User

Al fimicls ne fequined unkess ofhanyvse nobed

~/ Edwards, Cindy Edit User Disable User -

cindy.edwards@arrcargo.com Reset Password « Delete User =

K
PALS
cindy eowardsEarcango com
Select All Select All
SR MIA - 39794215 Adds  MIA- 357647382
Urited Staes of America BOL - 004284565 EWR - 003847372
USA Esstern = BUR - 002398787  «Remove  PIT - 020382726
DFW - 01249564 TPA - 0003848755
MIA - 39784215

Select Credit Account(s) and Access Level
Selact e Crocit Bccountis) and choose the Bcoews Mvals Mo usor wil have for oach Bccount o

o b

Assign same accoss level for all cred accounts
z View & fpprove
MIA- 397S4215  view - VewApprovalPay
MIA - 39783858 View & Approve -
MIA - 39364525  View, Approve & Pay b4
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User Management

Review User

0 When you have completed the steps to add a new
Administrator or User, a confirmation screen will appear,
containing all data associated with them.

Q Should you need to make edits, click “Back.” Otherwise,
click “Next” to complete the “Create a New User” process.

15

©2019 American Airlines, Inc. All rights reserved.
Questions? Contact us at aacargo.com or call our Help Desk at (800) 334-5299.
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Gale Foster

Air Cargo International

My At User Management Tracking Booking Accounting

Review User

~/ Edwards, Cindy Edit User = Disable User »

cindy.edwards@aircargo.com Reset Password » Delete User »

wre AIR CARGO INTERNATIONAL Approved Access
row  Admin Tracking Reports
user D cindy.edwards@aircargo.com m'i‘:;:imumu nting
« Cindy
= Edwards —
i 00318953
cindy.edwards@aircargo.com 00544736
00959582

. 312-555-4121
United States of America i %
Cradit Account(s) and Access
| Central U.S. 30052099 View

20175214 View, Approve, Pay
30109651 View

[ =
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User Management

New User Confirmation

P, ALERTS | LOGIN »

Upon completing the “Creating New User” process, your
display will return to the main User Management Console Amrimn#ig;nrgg‘c Shp  Track  leam  About  Contact s p
and a confirmation message will appear in red. The new

Administrator or User you created should appear in the
populated list below.

Gale Foster

An email will be sent to your new Administrator or User with Air Cargo International
instructions on how to get started, create their own password
and set up their three security questions for extra protection.

My Profile User Management Tracking aoking Accounting

Your User List

Thank you. You have successfully added Edwards, Cindy

Madify my wearch » Shaw me the Permations ey A

= Last Name, First b User Nama s Typa Locaton Permisons  Enstled?  Last Logn Acora

Williams, Kalherine
kathering wilismsGEaircargo, com Admin DFW T B | ~ Jun22013 Edits Delete =

Jackson, Jerrold

jerold jacksonZaircargo com User DFW T B | ~ Jun22013 Edit« Delet »
Faust, Cyril

cyrl taust@aircargo,com User DFW T B8 | ~ Jun22013 Edit= Delets «
Lowe, Carrie

carmie lowefiaircargo. com User LHR T B < Jun 22013 Edit+ Delete »

Edwards, Cindy

cindy edwards@alrcargo.com Admin ORD T Bl % Edits Delete «

g 4of4 [ Go o LS S S R n?
©2019 American Airlines, Inc. All rights reserved. AmericanAirlines
Questions? Contact us at aacargo.com or call our Help Desk at (800) 334-5299. Cargo



User Management

Edit Users

To edit an Administrator or a User, from the User
Management Console click “Edit” on the far right of the
Administrator or User you would like to change. This will
take you directly into Edit Mode.

Here, you can conveniently make edits as necessary,
such as removing or adding permissions, Precise Account
Locators (PALs), F-Accounts and more.

Please note that the User Name is not an editable field.

Clicking “Cancel” will return you to the main User
Management Console. Clicking “Next” when edits are
complete will take you to the Review page, where you can
confirm your changes.

©2019 American Airlines, Inc. All rights reserved.
Questions? Contact us at aacargo.com or call our Help Desk at (800) 334-5299.
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Cargo

A Y
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Gale Foster

Air Cargo International

My Profile User Management

A\ ALERTS | LOGIN »

About Contact

o

Review User

+/ Edwards, Cindy

cindy.edwards@aircargo.com

o AIR CARGO INTERNATIONAL
Admin
cindy.edwards@aircargo.com
Cindy

Edwards.

JFK
cindy.edwards@aircargo.com
w  312-555-4121

United States of America
Central U.S.

Edit User » Disable User »

Reset Password = Delete User »

Approved Access
Tracking Reports
Booking
Invoices/Accounting

PALs

00318953
00544736
00959582

Credit Account(s) and Access
30052089 View

20175214 View, Approve, Pay
30109651 \View

. R
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User Management

Review Users

Once you've made changes to an Administrator or User, a RALERES. | LoGiba
page with all their information will appear for you to review. A’"E"‘““A'E';"eg\ﬂ T T — B
Click “Back” to return to the edit page and make more =
changes, or click “Next” to confirm.

If at any time you'd like a quick review of what permissions a
particular team member has, simply click their User’s name.
Please note that information fields in review mode are not
editable.

Gale Foster

Air Cargo International

User Management

To return to the User Management Console, click the
“Back to List” button.

Review User

~/ Edwards, Cindy Edit User = Disable User »
cindy.edwards@aircarge.com Reset Password » Delete User »
pany Nere AIR CARGO INTERNATIONAL Spproved ALCaks
foe Admin Tracking Reports
Use 1D cindy.edwards@aircargo.com m'i::i!ﬂocounting
i « Cindy
Last name Eml'ds PALs
ey JFK 00318953
cindy edwards@aircargo.com 00544736
00959582

312-555-4121
United States of America = ’
Credit Account(s) and Access

 Central U.S. 30052089 View
20175214 View, Approve, Pay
30109651 View

. - AN
©2019 American Airlines, Inc. All rights reserved. AmericanAirlines
Questions? Contact us at aacargo.com or call our Help Desk at (800) 334-5299. Cargo



User Management

Enable / Disable User

While on the User Management tab, click any Administrator
or User Name and it will take you to a page that displays their
information. Then click “Enable User” or “Disable User.” If they
are currently “Enabled” this action will disable them; likewise, if
they are “Disabled” it will enable them.

A warning message will then be displayed before this process
is complete. If successful, their status will automatically be
updated on-screen.

Once a User has been re-enabled, they will receive an email
with instructions to reset their new password. They will also
need to answer three security questions.

P, ALERTS | LOGIN »

American Airlines \‘ Ship
C

Track Learn About Contact Seacch P
argo

Gale Foster

Air Cargo International

My Profile User Management Tracking Booking Accounting

Edit User
A8 fieids ate recuied uniess ctherwiss noled
~/ Edwards, Cindy Edit User
cindy.edwards@aircargo.com Reset Password » Delete User »
Approved Access
arry b Air Cargo intemational Seloct a1 least ore
L Adrmin
Tracking Reports.
Backing
ImvoicesiAccounting
Clesest Shipping Location  JFI
PALs
mail  cindy edwands@aircarga com
AR Select All Select All
MIA - 35794215 Add » MIA - 357647382
LR S Ao x BOL - 004284565 EWR - 003847372
USA Eastorn - BUR - 002398787  « Remove PIT - 020382728
DFW - 01249564 TPA - 0003848755
MIA - 39794216

Sele

t Credit Account(s) and Access Level
Select the credit account(s) and choose the acoess levels the user will have for each account

Asugn same sccess kval for ol credil sccounts View
= View & Approve
MIA- 30704215 View - View.Approve s Pey

MIA - 39TH3E50  View & Approve -

19
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User Management

Reset Password

While on the User Management tab, click any Administrator
or User Name and it will take you to a page that displays

their information. Then click “Reset Password.” This will
automatically reset their password and an email will be sent to
them with new password link.

A warning message will then be displayed before this process
is complete. If successful, a confirmation message will display
on-screen.

©2019 American Airlines, Inc. All rights reserved.
Questions? Contact us at aacargo.com or call our Help Desk at (800) 334-5299.

American Airlines \‘ Ship Track
Cargo

Gale Foster

Air Cargo International

My Profile User Management

Edit User

All fiekds e recuined uniess. ofherwise noled

v/ Edwards, Cindy

cindy edwards@aircargo.com

Closast Shpping Lecation  JFK

Email  cindyedwanis@aircarga.com

3125554121

United States of Amenica =

USA Eastorn -
Aaster PAL MIA - 39794216

Select Credit Account(s) and Access Level

Asign same sccess kvl for o credit Bccounts

MIA- 39784215 View -

MIA - 39763850 View & Approve b4

Learn About

Contact

Edit User

Approved Access
Select a1 least ore

Tracking Reports
Backing
Invoicesidccounting

PALs

Select Al

MIA - 39794215 Add »
BDL - 004284565
BUR - 002398787
DFW - 01249564

« Remove

Select the credit account(s) and choose the access levels the user wil have for each account

View

P, ALERTS | LOGIN »

P

Disable User »

Delete User =

Select All

MIA - 357647382
EWR - 003847372
PIT - 020382728
TPA - 0003848755

View & Approve

View. Approve & Pay

. e\
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User Management

P, ALERTS | LOGIN »

Delete User

American Airlines \‘ Ship
Cargo

Track Learn About Contact Search »

While on the User Management tab, click any Administrator
or User Name and it will take you to a page that displays their
information. Then click “Delete User.” This will automatically Gale Foster
delete their profile from the entire system. Air Cargo International

A warning message will then be displayed before this process
is complete. If successful, you'll be taken back to the User
Management console, where a confirmation message will
display on-screen. Edit User
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Please note: If a Super Administrator deletes an Administrator ~/ Edwards, Cindy Edituser Disable User »
who has Users assigned to them, this warning message will el eshm—"

be displayed: “You are about to delete an Administrator with
associated Users. Do you wish to continue Y | N?” If yes is
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chosen, that Administrator is deleted, and their Users will be TR e _—
listed under the Super Administrator. PR o T
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